Kak He cTaTh KepTBOM KUOepnpecTymieHnn

[OCTUXKEHNA HayKM U TEXHUKWU, CO3[4aHMe BCEMWUPHOW CeTU MHTEepHeT MO3BONWn
NPEeCTYNHOCTM BbINTM HA HOBbIV YPOBEHb N 3aXBaTUTb KNOEPNPOCTPaAHCTBO.

Tenepb NPECTYMHUKY HE HYXXEH NPSAMOWN KOHTAaKT C XXePTBOW, OH MOXET CTaTb YrpO30M
AN KaK[oro nonb3oBatens «rrnobanbHOM nayTuHbI», KPYMHbIX Kopnopauui u uenbix
rocyaapcTs.

lMpecTynHOCTbL B BUPTYyasibHOM MPOCTPAHCTBE — SIBfIEHWE OTHOCUTENbHO HOBOE, HO
YacTb MNPECTYMNieHun, coBepllaeMblXx B cepe BbICOKMX TEXHOMOIMMMN, — 3TO 3HaAKOMble
Kpaku, MOLLEHHNYeCTBa, BbIMOraTesibCTBO.

KnubepnpecTynHoCTb — HE3aKOHHbIE OEeNCTBUSA, KOTOPblE OCYLLECTBAITCA NoAbMU,
NCnonb3yWuMn  MHOPMaLMOHHbIE  TEeXHOMNOorMn Ansa  npectynHblx uenen. Cpegu
OCHOBHbIX BMAOB KMBEpnpecTynHOCTU BbIOENAKT pacnpocTpaHeHne BpeaoHOCHbIX
nporpaMmmM, B3SfIOM MNaporfien, Kpaxy HOMEPOB KPeAWUTHbIX KapT U Apyrnx OaHKOBCKUX
PEKBU3UTOB, a TaKXKe pacrnpocTpaHeHne NpoTUBONPaBHON MHGOPMAaLIMK C UCNONb30BaHNEM
cetn IHTepHerT.

MpaBwuna, KkoTopble NOMOryT Bam He cTaTb XXepTBOW KnbepnpecTynneHun:

— XpaHuTe HoMmep KapToyku u NNH-koab! B TanHe;

— HEe wucnomnb3ynTe OOWH naponb [Ans Bcex
WHTEpPHEeT-PeCYypCoB;

— K CBOEW OCHOBHOW KapTe B Bawem 6aHke
BbINYCTUTE  [OMOSIHUTENbHYIO,  KOoTOopon  Byaete
pacnnadymBaTbCs B UHTEepHeTe. Tyaa nerko MoxHo byaet
nepeBoguTb Hebonblive CyMMbl AEHer, U B crny4yae
KoMnpomeTauunm AaHHbIX AOCTaTOYHO npocTo
3abnoknpoBaThb ee€;

— perynsipHo NpoBepsiNTe COCTOSIHME CBOMX BAHKOBCKUX CYETOB, YTOOLI yOeanTeCca B
OTCYTCTBUN «JTULLHUX» N CTPaHHbIX onepawui;

— NOCTaBbTe NMMMUT HA CYMMY CMMCaHUIN Unn nepesoaa B NMMYHOM KabuHeTe H6aHka;

— He nepeynucnamTe [OeHblM Ha 3NEeKTPOHHble KOWeNbKkM U cyeTa MOOUNbHBLIX
TenecoOHOB nNpu onnate nokynok, ecnn Bbl He ybeannucbe B GnaroHageXxHOCTU
nuua/opraHmsauunmn, KOTopbiM NpeaHasHavarTcs Bawm cpencrea;

— He nepeBoANTE AEHEXHbIE CpeAcTBa Ha cHeTa HE3HAKOMbIX L,

— He nepesBaHMBaNTe M He HanpasnanTe otBeTHble SMS, ecnu Bam noctynuno
coobLieHne o 6rnoknpoBaHnmn 6aHKOBCKOM KapTbl. CBsXXMTECH C HaHKOM, 06CNyXMBaOLLNM
Bawy kapty;

— OyabTe OCMOTPUTESIbHbI B OTHOLUEHUMM MUCEM C BIIOXEHHbIMU KapTUHKaMW,
MOCKONbKY hannbl MOryT cogepxaTtb BUpYCbl. OTKpbIBanTe BIIOXEHUSA TONbKO OT U3BECTHbIX
Bam otnpaButenen u Bcerga npoBepsinTe BNOXEHUS HA Hanudne BUPYCOB, €Cnv 3TO
BO3MOXHO;

— He nepexoauTe HeobaoyMaHHO MO CCbifikaM, CoAepXalMMcst B criaMm-paccblfikax.
YpoctoBepbTeCb B MPaBWUMIBHOCTU CCbIfIKKA, MNpexae 4YemM nepexoantb Mo Heuw u3
3NEKTPOHHOrO NUCbMa;

— HE 3anosiHANTE MNOJSTyYEeHHbIE MO 3NEKTPOHHOW NoyTe (PopMbl U aHKeTbl. JInyHble
AaHHble 6e30nacHO BBOAUTL TOSbKO Ha 3aLUULLIEHHBIX CanTax;

— HacTopoXuTecb, ecnn oT Bac TpebywT HemegneHHbiXx OENCTBUM UMK
npeacraBnsaeTcs 4ypesBbldanHaa cuUTyauusi. ATO TOXE MOXET ObiTb MOLUEHHMYECTBOM,
NpecTynHUKM BbI3biBatloT ¥y Bac owyuieHne TpeBoru, 4tobbl 3actaBuTb Bac gencreoBatb
BbICTPO U HEOCMOTPUTESBHO;

— He pasmellanTe B OTKPbITOM AO0CTYyrNe U He nepegaBante MH(OPMaLMIO JIMYHOIO
Xapakrepa.




PaccmoTpum camble pacnpocTpaHeHHble CXeMbl MOLLeHHUYeCcTBa:
1. «3BOHOK n3 BaHka»

Bam 3BOHMT He3HakoMel,. Homep Bxoasllero 3BOHKa
OYEeHb TMOXOX Ha Homep 6GaHka, a 3BOHALLMN
npeacraBnseTcsd pPaboOTHMKOM  KOHTAKT-LUEHTpa  unu
cnyx6bl 6esonacHocTn 6aHka.

Ans peanusauMn MOLUEHHUYECKOW CXeMbl Takke
NCMNONb3YIOTCA MecceHmxepbl, npexae Bcero Viber. Belarus Bank
Bxoaswmn 3BOHOK MakcMmMarnbsHO 3akamydrvpoBaH Mnoj Viber Audio...
3BOHOK COTpyaHMKa ©GaHka: Ha aBaTapke MoXeT
ncnonb3oBatbca norotun  6aHka (MOMAHOCTBIO  UNK
YacTM4yHO), a oTobpaxaeMbli TenegOHHbIN HOMep
3BOHSALLEro MoOXeT OblTb O4YeHb MOXOX Ha TenedoH
cnyx6bl nogaepxkn 6aHka.

* Number not in your contacts

50

Y MOLLEHHUKOB €CTb BO3MOXHOCTb 3BOHUTb C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3MOoyMbILLNIEHHUKM MEHSIOT Undpbl B HOMeEpe, KoTopble
Bbl MOXXETE HEe 3aMeTUThb.

Y Bac npocAart KoHmaeHumnanbHble AaHHbIe

MoweHHUK coobulaeT, YTo «baHK BbISIBUST NOO3PUTENBHYHO onepauuto no Bawen kapte»
NN «NOCTYNWI 3anpocC Ha OHMNanH-oOpPMIeHne KpeaguTa Ha Bawle nmay.

OH npocut y Bac normH n naponb ot WMHTepHeT-6aHkmHra, kog n3 SMS ot baHka (B
OonbLUMHCTBE CrydaeB conpoBoxgaemMbln ppason «Hukomy He coobuianTe!»), peKBU3UTbI
KapTbl (MOMHbIA HOMEP KapTbl U cpok ee aenctaus, CVV- nnu CVC-koa). 3TO HY>KHO KOOI
«ON191 COXPaHHOCTW BaLUMX OEHEr».

Kak MOLIeHHUK nbiTaeTca Bac Y6eAMTb

e «MhbI 380HUM € ogbulyuanibHO20 HOMepa, rposepbme Ha caumey.

e «B uensx koHudeHuyuanbHOCMU S 8K/rYaro poboma, Komopbit 3awumum
gawu OaHHble» (Bbl CrbiWNTEe B TPyOKe NErkMn Lenecr).

e [nsa ybeantenbHOCTM OH Ha3blBaeT BalUM MNepCoHanbHble AaHHble (MMS,
OT4eCTBO, nocnegHue 4 undpbl KapTbl U Ap.) U NPOCUT NEpPeBECTU AEHbIN «Ha
3aWUWEHHBIL c4em, Komopbil 3aKperiéH 3a nepcoHasibHbIM MeHedXepPoM: 3Mmo
HyXHO Onsi 6e3onacHocmu, a rnomoM 8bl CMOXeme 8epHyMb OeHbau».

e Wnu npocuT HasBaTb BaluM NEepCOHasibHble OaHHbIEe UNN CeKpeTHble Koabl U3
SMS poboTy, npu 3TOM B TpyOKeE Bbl CALILLUNTE MY3bIKY.

« Bam npegnaratoT ycnyrm CTpaxoBkM OT MOLUEHHMYECKUX AencTBuir. [nsa ee
odpopmneHnss HeobxoaMMO NpeaoCTaBUTb [aHHble O KapTe, Ha KOTOpOW
Haxo4AaTCsl 3HaYUMTENbHbIE AEeHEXHble cpeacTBa  SMS-koa Ansa noaTBEpPXKAEHUSN
onepauuu.

BaxHo! Hukomy He coobuwiante CBOWM NMYHbIE OaHHbIE, AAHHbIE KApT, 3alLUUTHbIE KOAbl,
koabl n3 SMS! Ecnu ¢ kapTton, AencTBUTENBHO, NPOUCXOAAT MOLUEHHMYECKME onepaunn,
BaHk cam moxeT ee 3abnokmpoBaTthb!



2. «lMoTeHuManbHbLIA NOKynaTenb»

MoLueHHMK npeacTaBnsieTcs
NOoTeHUManbHbIM NOKynaTesnieMm ToBapa,
obbsiBNEeHNne O npogaxe KOTOpPOro
ObiNnO pasmelwleHO BaMuM B CETU
MHTEepHeT. [lo  KakMM-TO npuyMHaMm
«MOKynaTenb» He MOXEeT CerogHs
NpuBE3TU AeHbIW, HO XO4eT npucraTb
BamM 3anor u3 p[pyroro ropoga nmno
cucTemMe AMCTaHUMOHHOIro 6aHKOBCKOro
obcnyxmBaHus.

Cchblnka

[na npoBepku MOCTYNneHUs nepeBoda MOLIEHHUK HanpasfsieT BaM CCbIKYy Ha
PULLNHIOBLIN CanT, KOTOPbLIN O4YEeHb BNIM30K NO AM3alriHy Ha UCMNOSb3yEMbI BaMN NHTEPHET-
BGaHK nnu cTpaHuly Ang BBOAA PEKBM3UTOB KAPTOYKN AS1S MOMNYyYEeHUs yxKe OThpaBieHHOro
nepeBoAa AeHeXHbIX cpeacTB. [locne BBeaeHMs BaMu B Nonsa OULLMHIOBOro canTa napons
N NIOrMHA NNU PEKBU3UTOB BalLie KapTOYKK, aHHbIe CTAHOBATCS AOCTYMHbI MOLUEHHUKY.

QR-kop

BMeCTO CChIfikM MOLLEHHUK MOXeT HanpaBuTb BaMm QR-koa, KOTOpbIN Takke XpaHUT B cebe
CCbIfIKy Ha oULINHIoBLIN canT. [locne BBeAeHus BaMun B Nonst OULLIMHIOBOrO canTa naponsi
N NOTMHA NN PEKBU3UTOB BaLLIEN KAPTOYKM, AaHHbIE CTAHOBATCS AOCTYMHbI MOLUEHHUKY.

BaxHo! He nepexoamnte no nogo3putenbHbiM ccbinikam. [Ons Beb6-sepcumn WHTepHeT-
GaHKMHra ncnonb3ymnTe ToNbKo oduumanbHbii canTt baHka, a gns mobunbHOn Bepcumn —
TONbKO  MOBUITbHOE  MPUNOXEHWE, 3arpyXeHHoe K3 oduumanbHbIX  MarasvHOB.
BHuMMaTEnNbHO u3yynTe camT, Ha KOTOPOM BBOAMTE NU4YHblE AaHHble. O6da3aTenbHo
NPOBEpPbTE HanNM4ymMe Takoro canta B UHTEPHETE.

3anomHuTe! [N nonyyeHnst nepeBoga AeHeXHbIX cpeacTB HET HE0BXO0AMMOCTM BBOANUTL
Cpok gencrteus kapTbl 1 CVV-koa.

3. «CoobLueHus B coumanbHbIX CeTAX»

MoOLUEHHUK HE3aKOHHbBIM NyTEM nosly4yaeT AO0CTyn
K CTpaHuM4yke B coumarnbHOM CeTu u OTnpasnsieT
cooOLeHust ¢ npocbbor hnHaHCOBOW MOMOLLM OT
UMEHN ee Bnagenbua apy3bsMm.

Mpocbba moxeT BbITb camasa pasHas: oT «CKuHb
MHe JeHer Ha kapTy, no apyxbe» OO0 HexBaTku
AeHer Ha Gonbluyo NOKynKy. B pegkux crnydasx
MOLUEHHUK [axe npoCUT NpOM3BECTM onnarty
camocToaTenbHo, obellas BO3MeCTUTb 3aTparthbl
Npv NUYHON BCTpeYe.

BaxHo! [1py nonyyeHMn COMHUTENBHOIO COOBLLEHUS UM Manenen HeyBepeHHOCTU B
TOM, YTO Bbl AENCTBUTENBHO 0O6LLaeTeCh C BNagenbLemM CTpaHUYKn, MO3BOHUTE eMY.



4. «Posbirpbiwn/pasgaun/onpocbl oT BaHka Unu NMHbIX opraHnsauumn»

G 7 |
Cerof Ber npurnalaeT Bcex
Ha nNpasfHuk !

Kynonb! Viber Out,Playstation
4,Xbox One v KpynHble
[EHEXHble NPU3bl — HUKTO U3
Yy4aCTHUKOB He ynaeT 6e3
noaapkal

YuacTtBoBartb:
www.viber-promotion10.com

QViber

10 JIET BMECTE
OAPUM MOAAPKU

KAXAOMY HALWLEMY
NMOAB30OBATEAKD

3ABPATbL NOAAPOK

10 net BmecTe!

MOLLUEHHNKN OCTaBNAT  BblOYMaHHYO peknamy B
nonynspHbIX couuManbHbIX ceTax 06 onpoce OT UMEHWU
baHka n «Paspgaye npusos nepson 1000 npolueawnx
onpoc!» nnu o ToM, YTO B CBSA3M S rogoBLUMHON baHka
nMBo  WHBbIM  3HAYUMbIM  MEPOMNPUATUEM, MNOCNEOHUN
pasgaeTr CBOMM KNMeHTaM [AdeHexHble npuabl. Llenb
onpoca — $KOOblI U3y4YnTb MHEHWE KneHToB. [locne
NPOXoXaeHnst onpoca opraHmnsaTop obelaeT geHeXHoe
BO3HarpaxaeHue.

OpHako, nocre npoxXoXaeHus ornpoca Heobxoaumo
3annatmtb HebOomMbLUY) KOMMUCCUIO, CBSI3@HHYKD C
nepeymcneHnemM Bo3HarpaxgeHns numbo Cc  uenblo
nonyvyeHnss MNoCrneaHero — BBECTM [AdaHHble Bawen
©aHKOBCKOW KapThl.

[laHHbIN KenC OYeHb pasHOOOpaseH U orpaHuyYMBaeTcs
TONbKO BOOOpaxeHnem MoLLleHHUKOB. BmecTo onpoca
MOXeT npegnaratbCa BO3MeELLEHME HamnoroBbIX BbInnar,
KOMMNeHcaunsa 3a Hanuume BalMX [aHHblx B 6ase
«YTEYKM» U UHbIE MaXMHaLMK.

BaxxHo! MoceTute oumumnanbHyo CTpaHuLy OpraHn3aumumn U NO3BOHUTE B KOHTAKT-LEHTP
Ansi NPOBEPKN HAanNU4ns akumm, po3birpbilla Unm onpoca.



